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Abstract

In this paper we have design and developed a model,
where user can request and administrator can authorizes cer-
tificates through online in several sectors. we used fifth gen-
eration cloud computing environments to maintain data.This
model enables a convenient, on-demand network access for
a shared pool of configurable computing resources that can
be rapidly provisioned and released with minimal manage-
ment effort. we developed an application which allow users
to make a request to get certificates (e.g In-
come/Residential/Land Records e.tc..) through online by
filling user application form by attaching appropriate proof
(voter id, DI,Aadhar card,ration card e.t.c..).all this process
will be carried out in main remote server which is placed in
the public cloud and it can be accessible by all the web
based systems through online on-demand. we also maintain
a Private cloud in which special privileged administra-
tor(i.e.village accountant and thashildar) authorize certifi-
cates(using digital signatures) by access/reviewing data from
public cloud. We ensure the data Integrity and security using
Rsvp security algorithm and enhance the applications search
in public and private cloud using Cloudle search engine.

Keywords— Cloud Computing, Cloudle search engine,
RSVP Security, Private Cloud, Public Cloud.

Introduction

This paper works on the basis of cloud computing [1],
here the main remote server is placed in the public cloud
which provides on-demand access for the users and special
privileged administrators (i.e. village accountant and tha-
shildar). Here the application is placed or installed in main
server that can be access by the user through online by using
website tools or web browsers. The cloud computing pro-
vides and deliver application via internet which are accessed
from web browsers by using devices such as the laptop,
desktop, mobile etc[2], while data is stored on the server at a
remote location.

Cloud Architecture

Cloud architecture, the systems architecture of the soft-
ware systems involved in the delivery of cloud computing,
typically involves multiple cloud components communicat-
ing with each other over a loose coupling mechanism such
as a messaging queue.[2]
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Figure 1: Cloud computing architecture to authorize certifi-
cates

Cloud services: Cloud application services or "Software as a
Service (SaaS)" deliver software as a service over the Inter-
net, eliminating the need to install and run the application on
the customer's own computers and simplifying maintenance
and support, In this case we are providing the certificates(eg.
Income tax, Ration card, Residential and RTC...)

Cloud platforms: Cloud platform services, also known as
platform as a service (PaaS), deliver a computing platform
and/or solution stack as a service, often consuming cloud
infrastructure and sustaining cloud applications. It facilitates
deployment of applications without the cost and complexity
of buying and managing the underlying hardware and soft-
ware layers. Cloud computing is becoming a major change
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in our industry, and one of the most important parts of this
change is the shift of cloud platforms. Platforms let develop-
ers write certain applications that can run in the cloud, or
even use services provided by the cloud. There are different
names being used for platforms which can include the on-
demand platform, or Cloud 9. In our case we are providing
the platform to the users by filling Application form which is
available on internet. User can fill application form irrespec-
tive of understanding the underlying technology.

Cloud Infrastructure: Cloud infrastructure services, also
known as "infrastructure as a service" (laaS), deliver com-
puter infrastructure — typically a platform virtualization envi-
ronment — as a service, along with raw (block) storage and
networking. Rather than purchasing servers, software, data-
center space or network equipment, clients instead buy those
resources as a fully outsourced service. Our Cloud Infra-
structure consist of Private and Public cloud and Providing
security using RSVP security algorithm [4].

Cloud Storage Server: The servers layer consists of com-
puter hardware and/or computer software products that are
specifically designed for the delivery of cloud services, in-
cluding multi-core processors, cloud-specific operating sys-
tems and combined offering

Cloud Processing Stages to Authorize
Certificates

This model uses cloud computing environment that works
in five stages as follows:

Stage 1: The main server is placed in the public cloud,
which allows ‘n” number of users to make request by filling
user application form in order to get a certificates through
online. They need to fill the required information in the form
and have to attach a appropriate proof (voter id, DI, Aadhar
card, ration card) in the .jpeg or .jpg format, and upload in to
the public cloud server by using any of the web browser that
is available in the system through Internet, then the docu-
ments are verified and accepted by the particulars in by get-
ting the data from public to private cloud to authorizes cer-
tificate. After some processes the particular user will get
notification message, that message consists of unique identi-
ty code (e.g.:.INCXXXXXX)[3][5] then they have to use
their unique identity code for downloading the certificates.

Final certficate 1s gomng towords mam server from
system2

accepted DOC to words system 2

Stege 5 with mobile tower to
receive the notification
message 1o deliver to the user mobiles

 SNPRPRR ). 1.

-— >
Stage 3 with N numbers of prvate
cloud systems in each remote ares

Figure 2: Development and design of entire processing stages
to authorize certificates.

Stage 2: The uploaded document of user is present in the
main public cloud server, which consist of all the uploaded
documents of the users through the internet. Once the docu-
ment is uploaded to server it does not allow any users to
modify the documents which have been uploaded. It allows
only for accept or reject the uploaded document for a special
privileged user who are operating in private cloud systems
(i.e. village accountant of particular remote area) through
their unique account. The public cloud server facilitates to
send the notification massages to the users about their doc-
ument progress.

Stage 3: There are n numbers of private cloud remote areas,
each private cloud consist of two systems (i.e. village ac-
countant system and thashildar system) in each private cloud
remote area there are two special privileged users are present
(i.e. village accountant and thashildar). Each privileged users
have a unique account, through that they will be handling the
public cloud server documents that belong to their particular
area. The village accountant (system 1) after accessing to the
public cloud server he/she looks for uploaded document in
order to verify, if the document is correct then the village
accountant prepares a new document called FINAL CER-
TIFICATE consisting of user name, address and all required
data for the certificate then it sends to thashildar system
(system 2) in order to get signed to the income certificate. If
the uploaded document is not correct then it is rejected by
the village accountant and he guides the public cloud server
to send a notification message to particular user i.e. “Your
uploaded document is incorrect, please provide correct
proof”.

Stage 4: In this stage the signed income certificate from the
thashildar sends to the public cloud server and thashildar
guides the public cloud server to send notification message
to the particular user i.e. ”Your income certificate is ready
and collect by downloading in our website by providing this
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unique identity code : INCXXXXXX. This income certifi-
cate is valid only for current year”.

Stage 5: In this stage the all notification messages from the
public cloud server will be delivered to mobile tower then
that message will be delivered to particular users maobile and
the users also allowed replying their feedback.

Cloud Search Engine

In this paper, we are using search engine for Cloud com-
puting system (Cloudle)[5] to search applications effectively
by users and authorizing persons. Cloudle which is Cloud
service search engine as the one of application using Cloud
ontology. Users can sepecify application ID and Date of
Birth for searching the application and authorizing persons
can serach application by using the application id and DOB
iS not necessary.
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Figure 3:  Cloudle system architecture

Cloudle system runs as follows. At first, users send que-
ries( here Application id and DOB ) to the Cloudle system
through a web interface Also Cloud providers register their
Cloud services into database of Cloudle. After that, the ser-
vice discovery agent carries out five functionalities: (1)
Query processing, (2) User profiling, (3) Similarity reason-
ing, (4) Price and timeslot utilities matching and (5) Rating.

Scope & Control Between Cloud
Subscriber & Cloud Provider

Figure 4 illustrates the differences in scope and control be-
tween the cloud subscriber and cloud provider, for each of
the service models discussed above. Five conceptual layers
of a generalized cloud environment are identified in the cen-
ter diagram and apply to public clouds, as well as each of the
other deployment models. The arrows at the left and right of
the diagram denote the approximate range of the cloud pro-
vider’s and user’s scope and control over the cloud environ-
ment for each service model. In general, the higher the level
of support available from a cloud provider, the more narrow

the scope and control the cloud subscriber has over the sys-

tem.
Cloud Subscriber
0

Application

Platfarm Architecture

Virtualized Infrastructure

Hardware

Facility
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Figure 4: Differences in Scope and Control among Cloud Ser-
vice Models

The two lowest layers shown denote the physical elements
of a cloud environment, which are under the full control of
the cloud provider, regardless of the service model. Heating,
ventilation, air conditioning (HVAC), power, communica-
tions, and other aspects of the physical plant comprise the
lowest layer, the facility layer, while computers, network
and storage components, and other physical computing in-
frastructure elements comprise the hardware layer.

The remaining layers denote the logical elements of a
cloud environment. The virtualized infrastructure layer en-
tails software elements, such as hypervisors, virtual ma-
chines, virtual data storage, and supporting middleware
components used to realize the infrastructure upon which a
computing platform can be established. While virtual ma-
chine technology is commonly used at this layer, other
means of providing the necessary software abstractions are
not precluded.

Similarly, the platform architecture layer entails compi-
lers, libraries, utilities, and other software tools and devel-
opment environments needed to implement applications. The
application layer represents deployed software applications
targeted towards end-user software clients or other pro-
grams, and made available via the cloud. Some have argued
that the distinction between laaS and PaaS is fuzzy, and in
many commercial offerings, the two are more alike than
different [Arm10]. Nevertheless, these terms do serve a pur-
pose, distinguishing between very basic support environ-
ments and environments having greater levels of support,
and accordingly different allocations of control and respon-
sibility between the cloud subscriber and the cloud provider.
While cloud computing can be implemented exclusively for
an organization as a private internal cloud, its main thrust
has been to provide a vehicle for outsourcing parts of that
environment to an outside party as a public cloud. As with
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any outsourcing of information technology services, con-
cerns exist about the implications for computer security and
privacy. The main issue centers on the risks associated with
moving important applications or data from within the con-
fines of the organization’s computing center to that of anoth-
er organization (i.e., a public cloud), which is readily access-
ible by the general public.

Reducing cost and increasing efficiency are primary moti-
vations for moving towards a public cloud, but reducing
responsibility for security should not be. Ultimately, the or-
ganization is accountable for the overall security of the out-
sourced service. Monitoring and addressing security issues
that arise remain in the purview of the organization, as does
oversight over other important issues such as performance
and availability. Because cloud computing brings with it
new security challenges, it is essential for an organization to
oversee and manage how the cloud provider secures and
maintains the computing environment and ensures data is
kept secure.

Public Cloud Services

The Security Upside

While the biggest obstacle facing public cloud computing
is security, the cloud computing paradigm provides oppor-
tunities for innovation in provisioning security services that
hold the prospect of improving the overall security of some
organizations. The biggest beneficiaries are likely to be
smaller organizations that have limited numbers of informa-
tion technology administrators and security personnel, and
lack the economies of scale available to larger organizations
with sizeable data centers. Potential areas of improvement
where organizations may derive security benefits from tran-
sitioning to a public cloud computing environment include
the following:[7]

Staff Specialization

Cloud providers, just as organizations with large-scale
computing facilities, have an opportunity for staff to special-
ize in security, privacy, and other areas of high interest and
concern to the organization. Increases in the scale of compu-
ting induce specialization, which in turn allows security staff
to shed other duties and concentrate exclusively on security
issues. Through increased specialization, there is an oppor-
tunity for staff members gain in-depth experience, take re-
medial actions, and make security improvements more readi-
ly than otherwise would be possible with a diverse set of
duties.

Platform Strength

The structure of cloud computing platforms is typically
more uniform than that of most traditional computing cen-
ters. Greater uniformity and homogeneity facilitate platform
hardening and enable better automation of security manage-
ment activities like configuration control, vulnerability test-
ing, security audits, and security patching of platform com-
ponents. Information assurance and security response activi-
ties also profit from a uniform, homogeneous cloud infra-
structure, as do system management activities, such as fault
management, load balancing, and system maintenance.
Many cloud providers meet standards for operational com-
pliance and certification in areas like healthcare (e.g., Health
Insurance Portability and Accountabilityd Act (HIPAA)),
finance (e.g., Payment Card Industry Data Security Standard
(PCI DSS)) and audit (e.g., Statement on Auditing Standards
No. 70 (SAS 70)).

Resource Availability

The scalability of cloud computing facilities allows for
greater availability. Redundancy and disaster recovery capa-
bilities are built into cloud computing environments and on-
demand resource capacity can be used for better resilience
when facing increased service demands or distributed denial
of service attacks, and for quicker recovery from serious
incidents. When an incident occurs, an opportunity also ex-
ists to capture information more readily, with greater detail
and less impact on production. In some cases, however, such
resiliency can have a downside. For example, an unsuccess-
ful distributed denial of service attack can quickly consume
large amounts of resources to defend against and cause
charges to soar, inflicting serious financial damage to an
organization.

Backup and Recovery

The backup and recovery policies and procedures of a
cloud service may be superior to those of the organization
and, if copies are maintained in diverse geographic loca-
tions, may be more robust. Data maintained within a cloud
can be more available, faster to restore, and more reliable in
many circumstances than that maintained in a traditional
data center. Under such conditions, cloud services could also
serve as a means for offsite backup storage for an organiza-
tion’s data center, in lieu of more traditional tape-based off-
site storage. However, network performance over the Inter-
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net and the amount of data involved are limiting factors that
can affect restoration.

Mobile Endpoints

The architecture of a cloud solution extends to the client at
the service endpoint, used to access hosted applications.
Cloud clients can be browser-based or applications-based.
Since the main computational resources needed are held by
the cloud provider, clients are generally lightweight compu-
tationally and easily supported on laptops, notebooks, and
netbooks, as well as embedded devices such as smart
phones, tablets, and personal digital assistants.

Data Concentration

Data maintained and processed in the cloud can present
less of a risk to an organization with a mobile workforce
than having that data dispersed on portable computers or
removable media out in the field, where theft and loss of
devices routinely occur. Many organizations have already
made the transition to support access to organizational data
from mobile devices to improve workflow management and
gain other operational efficiencies. Besides providing a
computing platform or substitute for in-house applications,
public cloud services, such as the following, can also be fo-
cused on provisioning security to other computing environ-
ments.

Data Center Oriented

Cloud services can be used to improve the security of data
centers. For example, electronic mail can be redirected to a
cloud provider via mail exchange (MX) records, examined
and analyzed collectively with similar transactions from
other data centers to discover widespread spam, phishing,
and malware campaigns, and to carry out remedial action
(e.g., quarantining suspect messages and content) more
comprehensively than a single organization would be able to
do. Researchers have also successfully demonstrated a sys-
tem architecture for provisioning cloud-based antivirusser-
vices, as an alternative to host-based antivirus solutions.

Cloud Oriented

Cloud services are available to improve the security of other
cloud environments. For example, reverse proxy products
are available that enable unfettered access to a SaaS envi-
ronment, yet maintain the data stored in that environment in
encrypted form . Cloud-based identity management services

also exist, which can be used to augment or replace an or-
ganization’s directory service for identification and authenti-
cation of users to a cloud.

The Security Downside

Besides its many potential benefits for security and priva-
cy, public cloud computing also brings with it potential areas
of concern, when compared with computing environments
found in traditional data centers. Some of the more funda-
mental concerns include the following:[7]

System Complexity

A public cloud computing environment is extremely com-
plex compared with that of a traditional data center. Many
components comprise a public cloud, resulting in a large
attack surface. Besides components for general computing,
such as deployed applications, virtual machine monitors,
guest virtual machines, data storage, and supporting mid-
dleware, there are also components that comprise the man-
agement backplane, such as those for self-service, resource
metering, quota management, data replication and recovery,
workload management, and cloud bursting. Cloud services
themselves may also be realized through nesting and layer-
ing with services from other cloud providers. Components
change over time as upgrades and feature improvements
occur, confounding matters further. Security depends not
only on the the correctness and effectiveness of many com-
ponents, but also on the interactions among them. The hum-
ber of possible interactions between components increases as
the square of the number of components, which pushes the
level of complexity upward. Complexity typically relates
inversely to security, with greater complexity giving rise to
vulnerabilities.

Shared Multi-tenant Environment

Public cloud services offered by providers have a serious
underlying complication—subscribing organizations typical-
ly share components and resources with other subscribers
that are unknown to them. Threats to network and compu-
ting infrastructures continue to increase each year and have
become more sophisticated. Having to share an infrastruc-
ture with unknown outside parties can be a major drawback
for some applications and requires a high level of assurance
for the strength of the security mechanisms used for logical
separation. While not unique to cloud computing, logical
separation is a non-trivial problem that is exacerbated by the
scale of cloud computing. Access to organizational data and
resources could inadvertently be exposed to other subscrib-
ers through a configuration or software error. An attacker
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could also pose as a subscriber to exploit vulnerabilities
from within the cloud environment to gain unauthorized
access.

Internet-facing Services

Public cloud services are delivered over the Internet, ex-
posing both the administrative interfaces used to self-service
an account and the interfaces for users and applications to
access other available services. Applications and data that
were previously accessed from the confines an organiza-
tion’s intranet, but moved to the cloud, must now face in-
creased risk from network threats that were previously de-
fended against at the perimeter of the organization’s intranet
and from new threats that target the exposed interfaces. The
effect is somewhat analogous to the inclusion of wireless
access points into an organization’s intranet at the onset of
that technology. Requiring remote administrative access as
the sole means to manage the assets of the organization held
by the cloud provider also increases risk, compared with a
traditional data center, where administrative access to plat-
forms can be restricted to direct or internal connections.

Loss of Control

While security and privacy concerns in cloud computing
services are similar to those of traditional non-cloud servic-
es, they are amplified by external control over organizational
assets and the potential for mismanagement of those assets.
Migrating to a public cloud requires a transfer of control to
the cloud provider over information as well as system com-
ponents that were previously under the organization’s direct
control. Loss of control over both the physical and logical
aspects of the system and data diminishes the organization’s
ability to maintain situational awareness, weigh alternatives,
set priorities, and effect changes in security and privacy that
are in the best interest of the organization. As with any tech-
nology, cloud computing services can be turned towards
improper or illicit activities. A couple of noteworthy in-
stances have already occurred that give a sense of what
might be expected in the future.

Botnets

In many ways, botnets assembled and controlled by hack-
ers are an early form of cloud computing. Cost reduction,
dynamic provisioning, redundancy, security, and many other
characteristics of cloud computing apply. Botnets have been
used for sending spam, harvesting login credentials, and
launching injection attacks against Websites . Botnets could
be used to launch a denial of service attack against the infra-
structure of a cloud provider. The possibility that a cloud
service could become infiltrated by a botnet has already oc-
curred; in 2009, a command-and-control node wasl2 dis-

covered operating from within an laaS cloud [McmO9a,
Whi09]. Spammers have also purchased cloud services di-
rectly and launched phishing campaigns, ensnaring reci-
pients with malware via social engineering techniques.

Mechanism Cracking

WiFi Protected Access (WPA) Cracker, a cloud service
ostensibly for penetration testers, is an example of harness-
ing cloud resources on demand to determine the encrypted
password used to protect a wireless network. With cloud
computing, a task that would take five days to run on a sin-
gle computer takes only 20 minutes to accomplish on a clus-
ter of 400 virtual machines [Rag09]. Because cryptography
is used widely in authentication, data confidentiality and
integrity, and other security mechanisms, these mechanisms
become, in effect, less effective with the availability of cryp-
tographic key cracking cloud services. Both cloud-based and
traditional types of systems are possible targets. CAPTCHA
cracking is another area where cloud services could be ap-
plied to bypass verification meant to thwart abusive use of
internet services by automated softwares .

Use Case Diagram’s

A use-case diagram is a graph of actors, a set of use cases
enclosed by a system boundary, participation associations
between the actors and the use-cases, and generalization
among the use cases. In general, the use-case defines the
outside (actors) and inside(use-case) of the system’s typical
behavior. A use-case is shown as an ellipse containing the
name of the use-case and is initiated by actors. An Actor is
anything that interacts with a use-case. This is symbolized
by a stick figure with the name of the actor below the figure.
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Conclusion and Future Work

This application reduces time to get certificates and allows
access them from anytime, anywhere through Internet. Users
can able access through any web based tools(web browsers)

and requires only minimum knowledge of internet, user can
easily download or collect Approved authorized certificates
through online/office. It overcome the traditional way of
getting certificates by standing in queue, running from one
offices to other to get signatures and mainly corruption in
government sectors. It also environmental friendly as it re-
duces the papers usage and also replication of certificates is
very easy. We can enhance this application by adding good
mathematical model, algorithms and web rich application
tools for increasing efficiency of time, space complexity of
processing applications and good looking of user interface
design [6].
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